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Open the Manager program

Locate and connect to the Ksu

% Gelect IP Office FEX

Mame IP Address Type Yersion  Mode
Release 6.0

Demo w Licenses  192,1658,111.130 IPS00YZ 6.0(18) IP Office

Check

Then Click OK

TCP Discovery Progress [
Unit/Broadcast Address

|255.255. 255,255 | [ Refresh [ ok [ cancel
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Log on to the KSU as would normally do so

* Salect IP Office

Marne IP Address Tvpe Version  Mode

Release 6.0

Demo w Licenses 192,168,111.130 IPS00%2 6.0(18) IP Office

Configuration Service User Login

IP Office Derno w Licenses - IP 500 V2

Service Lser Mame |F\dministrator |

Service User Password |"""| |

L Ok J[ Cancel ][ Help l

TiCP Discovery Progress [ ]
Unit/Broadcast Address

|255.255.255.255 v| | Refresh [ ox || cancel




3

IP Office Essential Edition
How to Change the Password

After you have logged on to the Ksu,

Filz | Edit

| Avaya IP Office R6.1 Manager Demo w Litf@nses [6.0(18)] [Administrator{Administrator)]

Wiew  Tools  Help

[ =

Clase Configuration

Save Configuration As. ..

Go here...

Marne

“=iDema w Licenses

Change Working Directory...

Preferences. ..

OFflire b

Advanced L Erase Configh \ation (Default)
Backup/Restore ¥ Reboat, .,

Irnport Export » Swstem Shutdo

Exit pgrade. ..

‘?& Extension {123

@ User {15)

m HuntGroup (53

9x Shart Cade (75

@ Service (0]

Qﬁ. RAS (1)

e Incoming Call Route (113
@ WanPart (01

RS ok SO0

Change Mode. ..
Audit Trail. ..

Security Setkings... \

Erase Security Settings (Default)

Embedded File Management. ..

Format IP Office S0 Card »
Recreate IP Office S0 Card »
Memory Card Command »

Swskem Skatus
L¥M Greeting Ukility

7
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Reconnect to the KSU

# Select IP Office

Marne IP Address Type Wersion  Mode

Release 6.0

Demo w Licenses  192,165,111.130 IPS00YZ 6.0{18) IP Office

TP Discovery Progress [ |
|nitfBroadcast Address

|255,255,255,255 | [ Refresh [ ok [ cancel
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Log into the KSU with security User and Password

“ Salect IP Office

Mame IP Address Tvpe Wersion | Mode

Release 6.0

Demo w Licenses 192,168.111,130 IPS00%Z A.0(1&) IP Cffice

Security Service User Login

IP Office : Demo w Licenses - IP 500 Y2

Service User Mame |security |

Service User Password |"'"“"“| / |

o J/ carcel | [ rep ]

/[
TCP Discovery Progress [ // ]
UnitjBroadcast Address
|255,255.255.255 | | Refresh [ o [ concel
Service User Name is  security (Note: all lowercase letters)

Service User Password is  securitypwd  (Note: all lowercase letters)



Click on Service Users

h Service Uszers [4]
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Be sure Administrator is selected

=service Users (4)

Service Lser Maps

Lodminiztrator

kA anager
Operator
ErnhTcpaService

Click on the Change Button

Service st

E nabled
E nabled
E nabled
E nabled

M ame

Service User Details |

Pazzward

Groups
Lodrminigt. ..
ki anage...

Operato...
TCPA G...

Administrator

|.-“-‘-.|:Iministrat|:|r

SN
Tl\lihange l [ Clear Cache ]

Account Status | Enabled

Account Expiry | <Mane:

Enter and Re-Enter the New Password

Change PaSNg

Change Passwiord

Mew Password

Re-Enter Mew Password

Cancel
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Click OK in the lower Right hand corner of the screen

Ok Cancel

Click the l|31ue Floppy Disk Iconlto Save the new Security Settings

Security Settings

= I’[ﬂi Secunty

security

securitypwd to finish

Close down the Security page.

Reconnect to your KSU using the new password.



Special Notice
A security threat has been discovered that can expose SIP Accounts and Passwords.

Disable the accounts below or change each accounts password. (Best is to Disable)

Do NOT disable the Administrator.
You MUST change the password!!!

ﬁ'jAvaya 1P Office RB.1 Manager - Security Administration - NH Essential [7.0 (36)] [security]
File Edit View Help

L |
Security Settings @ e Users (5) Service User : IPDECTService g | X <

=10l x|

J
E‘ f‘ Secuity : wtount Status | Groups Service User Details |
! . ; Enabled Administrator Group ;System Status Group; N
; @ Generl Manager Disabled Manager Group;System Status Group; Name IIPDECTSerwce I

Operator Disabled Operator Group:System Status Group; T [fr——— Change
=) System (1) EnhTcpaService Disabled TCPA Group; _

IPDECTService Disabled IPDECT Group: Wisabled =l
) @ Servies (5) |

' <Mone> j
% Rights Groups (6) Mo Account Expiry Id

2. Disable these...

h Service Users (5)

EN  December. 2013 DN
Sun Mon Tue Wed Thu Fi  Sat
24 25 26 27 28 29 30
12 3 4 5 & 7
g 9 10 1 2K 4

1E 4r 47 40 42 a0 M

Account Expiny

1. Click Here...

Keep in mind that Avaya may
add or remove Service Users in
this area.

Just be sure that All but the
Administrator are DISABLED.




